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     What deep-fake really are:- 

 

● To understand what deep-fake is, let's first understand what deep-fake really 

is. 

● “Deep-fake in which a person in an existing image or video is replaced with 

someone else’s likeness” definition from Wikipedia. 

● So deep-fake refers to thanking someone’s video/photo and manipulating and 

using someone’s face so that it looks real.  

● This thing is done with the help of AI and machine learning. 

● This technology is used in modified in movie industries 

● Recently the deep-fake has developed a lot. People are able to make a high 

quality video and voice by using DeepFake 

● Most of the deep fake video look real and can’t be identified, this leads to 

several problems  
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Problem with deep-fakes 

 

● Deep fake creates a lot of problems which has led to attention towards it 

throughout the globe. Some of the problems are celebrity fake-videos, 

revenge videos, fake news, hoaxes and financial fraud. 

● I have come across a few apps that can create deep-fake video , some of them 

are Snapchat, Reface etc. The main problem it creates in this era is that as our 

devices have developed a lot and our mobile has become powerful both in 

hardware and in software wise. This has led the world to benefit a lot as 

people are able to communicate with others in an ease but with this some 

people are also misusing the power of it. In earlier days smart devices were 

not accessible to all. But now they are accessible to all, so all have the power 

to use apps which take a lot of hardware capacity. 

● Many people make fake videos with this and spread fake news. This leads to 

defamation of the person or sometimes a complete organisation. 

● So with problem comes solutions, so with there are various tools available 

online that helps us to detect whether the given photo or video is deep-fake 

or original. 

 

          Deep-fake detection 

 

● Deep-fake detection means using different detection techniques to determine 

whether the video/image has been manipulated using various AI and machine 

learning deface creating app.There are two ways to detect deep-fake either by 

manual or algorithmic methods. Manual techniques include human media 

forensic practitioners, often armed with software tools. Algorithmic detection 

uses an AI-based algorithm to identify manipulated media. 

● Some techniques to decide whether a image or video is real or fake 

● An algorithm that calculates which way the nose is pointing. It also measures 

the way the head is pointing. Then after that those into consideration .In a 
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real video of an actual person’s head, those should all line up quite well. In 

deep-fakes, though, they’re often misaligned. 

● First an AI is trained with a lot of real videos of the person. So it studies all the 

characteristics of the person for example the movement he makes while 

telling a specific word, so the deep-fake video can’t generate the exact motion 

made in real video. So the Ai detects it and shows the appropriate results of 

the input. 
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Github repo For Detection of deep-fake 
https://github.com/dessa-oss/DeepFake-Detection 

 

 

● I found this repo while exploring the various software available to detect deep 

fake, I found this repo quite interesting. From this repo I got to learn a lot 

about how the AI is exactly prepared to detect deep fakes. The process 

involved in preparing a database for training Ai to detect deep fakes are:- 

1.Data Preparation 2.Data pre-processing 3. Data augmentation 

● Data preparation:- In this process the data is collected. In this repo, they took 

some videos from YouTube and some deep fake videos. According to them 

they tried to select as much variety of video they were able to select. They 

tried to select which had different backgrounds , different ambience etc. Then 

they tried to manipulate this video using various deep fake software that was 

available. 

● Data pre-processing:- In this process they made sure that each video had the 

exact same frame. Then they used some software to detect faces in the video 

and crop the part around them. And they applied the detector in the cropped 

area of the face. 

● Data augmentation:- In this process if the dataset is small which means it 

compromises less number of video than some modification is made in the 

video that prevents AI from memorising the video . So as they had only over 

100 faces so they used:- 

1.Random horizontal flip 

2.Random rotation and scaling 

3.Random perspective (distortion of the image) 

4.Random brightness, contrast and saturation jitter 

5.Random region masking (replace portions of input images with empty block 

https://github.com/dessa-oss/DeepFake-Detection


      NATIONAL JOURNAL OF ANTI CYBER CRIME RESEARCH & STUDIES 
(ACCRS)  

www.anticybercrime.org 
 

 
 
 

● The model they prepared detects the area around the face and calculates the 

frame of video. The green box represents that the AI thinks that the part has 

not been manipulated and the red part is where the AI thinks the part has 

been actually manipulated. 

 

 

         

 

 

 

Machine Learning matrix for Deep-fake 

 

● TP(True Positive): Deep-fake detected as deep-fake. 

● TN(True Negative): Non deep-fake detected as non deep-fake. 

● FP(False Positive): Non deep-fake detected as deep-fake. 

● FN(False Negative): Deep-fake detected as non deep-fake. 

● Accuracy: It is defined as the ratio of the correct data found (TP+TN) to all the 

data that it was given with (TP+FP+TN+FN). 

● Precision: It is defined as the ratio of TP by total no. of deep fake videos 

detected by the AI,i.e TP+FP. 

● Recall: It is defined as the ratio of TP by total no. of deep fake videos present 

in the database, I.e TP+FN. 
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● F1 Score: So f1 score helps us to rate us our algorithm by providing the score 

of our algorithm. The formula to calculate the F1 score of an algorithm can be 

calculated by the below formula. 

                                F1 score = 2 * (Precision * Recall) / (Precision * Recall) 

● So in September 2019, Facebook with Microsoft, and AWS announced the 

Deep-fake Detection challenge (DFDC) 

● This challenge was conducted to detect the best algorithm possible to detect 

deep-fake. Around 3500 actors were hired to record thousands of videos. 

Those videos were then manipulated using various deep-fake techniques. 

Total of 1 lakh of originals are deep-fake were released. Researchers were 

then allowed to make their algorithm and train their AI to detect deep-fake.  

● The top algorithm of the contest used Google’s EfficientNet algorithm. The 

algorithm got 82.56% accuracy on the data provided by Facebook and in the 

real world scenario it got 65.18% precision. 

● The F1 score of the DFDC algorithm was ~.56. The main problem with the 

algorithm was that it was making error in both FP and Fn 
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Site For Detection of deep-fake 

  https://deepware.ai/ 

 

● This is the site I found while searching about the site that can be used to 

detect deep fake video. There are several things I like about this site. First 

there are two ways in which you can input the video you want to check 

whether its deep-fake or real. First you can upload any video from your local 

machine to the site (or) you can directly paste the link of the video in the input 

section. 

● So I found this video (https://www.youtube.com/watch?v=cQ54GDm1eL0), 
which first shocked me because it looked completely original even though it 

was a deep-fake.  

● The key feature I liked about the site was that it shows the resolution of video, 

frame rate. Then the key feature is that when you first read the video it takes 

some time. Then it shows the faces it has analysed and the it shows the faces 

it thinks has been manipulated in the video. It also shows the percentage it 

thinks the video is a deep fake , for the above case it was 97%. 

● The key feature I liked about the site was that it shows the resolution of video, 

frame rate. Then the key feature is that when you first read the video it takes 

some time. Then it shows the faces it has analysed and then it shows the faces 

it thinks have been manipulated in the video. It also shows the percentage it 

thinks the video is a deep fake , for the above case it was 97%. 

 

https://deepware.ai/
https://www.youtube.com/watch?v=cQ54GDm1eL0
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http://fotoforensics.com/ 

 

● I found this site searching about how a pic is identified whether its real or 

manipulated using various apps.  

● So this site has a lot of features. There are two ways in which we can upload 

the pic that we want to examine. In this site there are two ways in which one 

is directly pasting the link of the photo and the other way is by uploading the 

pic by choosing the pic from the local machine. 

● After you upload the photo it will take some time to process the image.  

● After which there are a lot of features, this website doesn't tell you whether 

the pic is real or fake but there are a lot of tools in the site that can be used to 

examine the pic. 

● The first tool is ELA, so ELA stands for Error Level Analysis. It helps to identify 

different compression levels that are present in an image. In a JPEG image the 

entire pic must be in the same compression. So if there is any manipulation 

http://fotoforensics.com/
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made on the image it can be identified. If any section of the image is at a 

different error level, then it will mostly indicate a digital modification made on 

the image. 

● This site also helps to identify the hidden pixel present on the image.  

● It also has a part which helps to read the metadata that is present on the 

image  
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● So when you select the    button new container gets open at the bottom of 

the webpage. We can find several options over there where we can search the 

image we provide in the following 4 options . I will be describing the 1st one in 

the part below. The second one is google search so when you click on that it 

will redirect you to a page that will show the similar pic that we found over 

google. The third is the bing search which will do the same thing but this time 

over the bing search engine. When you click on the 4th one it will redirect you 

to https://rootabout.com/ so you get two options . One is an Internet archive 

and the other one is an open library so you can find the image one there . 

There is also an option which you can access to limit your result . 

 

https://rootabout.com/
https://rootabout.com/
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https://tineye.com/ 

● So when you select the 1st option it will redirect you to tineye.com. I found 

this very useful because it will directly browse the net for you and provide you 

a list of sites that are currently using this image in their site. So all this option 

helps us to study more about the site and how that image is being used over 

the net. 

 

 

http://tineye.com/
http://tineye.com/
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Microsoft Deep-fake detection tool 

 

● Microsoft has developed a tool that helps us to know whether its real or fake 

video created by using “Deep-fake”. The software takes the video or photo 

and gives a score about whether the thing is real or fake. 

● The tool Microsoft Video Authenticator. “Video Authenticator can analyse a 

still photo or video to provide a percentage chance, or confidence score, that 

the media is artificially manipulated. In the case of a video, it can provide this 

percentage in real-time on each frame as the video plays. It works by 

detecting the blending boundary of the deep-fake and subtle fading or 

greyscale elements that might not be detectable by the human eye.”, as 

claimed by Microsoft. 

● The tool analyses the video and then it provides the percentage of the 

probability of whether it is a deep- fake or not a deep-fake. The green refers 

that the it thinks the frame has not been manipulated and red refers to that 

the frame that has been manipulated 
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Steps taken to stop Deep-fake 

  

 

 

     
● With increase with technology, deep-fakes are becoming more powerful and 

deep-fake video are turning to look more authentic. Even deep-fake apps are 

available to people and they are able to access this technology more 

conveniently. While I was researching I came to know of various apps 
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available in the public domain that can be used to create deep fake videos like 

snapchat, reface. They produce videos which almost look real. 

● Big companies are taking major steps to detect deep-fake video, like Facebook 

, AWS are collaborating to keep a contest so that people can come and 

participate and make their contribution on developing an algorithm to detect 

deep-fake. Also during this event Facebook spent a lot to create deep-fake 

video by hiring actors and they converted their video into deep-fake using 

various deep-fakes. 

● Also Microsoft has recently introduced their AI which they claim to detect 

deep fake by reading each frame of the video. 

● Huge progress are made by my company to successfully develop AI to detect 

deep fake but the major problem they are facing is that the AI is not that 

accurate on the real world data. 

 

 

Conclusion 

● After surfing about deep-fake, and browsing different articles. I came to know 

with increment of time, people are able to generate deep-fakes which are 

very hard to difficult and also varies software that is able to manipulate the 

voice and able to produce the exact same voice of the target. With every 

passing day AI is incrementing at a very high rate.  

● Also all this app to run consumes a lot of memory, with the development to 

technology even common people are able to access various apps which were 

difficult to access in older days. In the pics we can clearly see it is very difficult 

to differentiate between the original and the picture which has been 

manipulated.  

● Deep-fakes are mostly used on famous celebrities to get attention, as deep 

fakes made nowadays are very difficult to identify, so they spread at a very 

high rate as people believe they are original. 

● Although companies are taking big steps to develop AI to detect deep fakes, 

some are not able to accurate on real data, they are mostly accurate on the 

trained data. 
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● Finally, I would like to conclude that only big companies can’t stop deep fake, 

people mustn’t forward any forwards they get to others without verifying 

that. 
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