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Aim: This research is done for measuring the impact or severity of the cyberattack or 

vulnerability. 

  

I. INTRODUCTION 

We cannot measure the complete or whole impact of an cyberattack on an organization or 

company because these attacks have different things are affected by it for all those who are 

connected with the organization or company.  

The attacks affect the many things few of them that I remember are Reputation of company 

and peoples or employees and most important the clients or customer or users, work of 

company also get affect by it because few weak spots on software/websites which leads to data 

breach if it is critical vulnerability and if not than it also affect them in very different ways and 

help themselves to improve the  software/website/applications for securing them in all possible 

ways for the faith of company or organizations etc.  

In this research I have created an scoring system used to estimate the criticality of the 

vulnerabilities present in the software application and calculating the severity score for getting 

the impact of the vulnerability which can be exploitable. The score is between 0 – 10 for all the 

vulnerability on the software and webapps or mobile applications. The score is divided into 5 

level (i.e. None, Low, Medium, High and Critical) which was determined using the above 

mention score i.e. 0 - 10. 

In technical language calculates the severity of software vulnerabilities in the form of a 

numerical value, ranging from 0 to 10. The score value reflects whether the vulnerabilities 

present in the software are low, medium, high or critical in nature. 

 

II. REQUIREMENTS 

 

1. Basic Python coding language 

2. IDLE Python 3.7 or upper version 
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III. METHODOLOGY 

This whole procedure of calculating the vulnerability score is quite complex, first you have to 

write a lot of code, mention the metrics in string form, apply the formula and then you get the 

Score. 

The calculation is divided into two sections –  

1. Exploitability Metrics 

2. Impact Metrics   

Exploitability Metrics reflect the ease and technical things by which the vulnerability can be 

exploited. In simple word, it represents the characteristics of the things which are vulnerable or 

can be exploit. 

It also divided into 5 component for calculating the score –  

1. Attack vector (AV)  

2. Attack Complexity (AC) 

3. Privileges Required (PR) 

4. User Interaction (UI) 

5. Scope (S) 

Impact Metrics reflect the consequences of a successful exploit and represent the things that 

suffers from the impact. 

It contain the 3 component for calculating the score for successful attack. 

1. Availability (A) 

2. Confidentiality (C)  

3. Integrity (I) 

The score reflect the severity of vulnerability as per its exploitation and impact parameters. We 

have to apply our mathematics knowledge in order to determine the above mention 

parameters and for calculating the Score. 

The Score is depends upon three parameters knows as Impact Sub Score (ISS), Impact and 

Exploitability. For calculating the above mentioned parameter I use these formulas – 

1. Impact Sub Score (ISS) 

ISS = 1 - [(1-Confidentiality)*(1-Integrity)*(1-Availability)] 

2. The Impact value can be determined with the formula- 

If Scope is Changed, Impact = 7.52 *((ISS-0.029)- 3.25) *[(ISS-0.02) ^15] 

If Scope is Unchanged, Impact = 6.45 *ISS 
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3. Exploitability = 8.22 * Attack Vector * Attack Complexity * Privileges Required * User 

Interaction  

The severity score can be found using the formula given below  

 If ISS <= 0, than Base Score will be 0. 

Else 

 If Scope Changed => Score = minimum(1.08*(impact + exploitability) , 10 ) 

 If Scope Unchanged => Score = minimum((Impact + Exploitability) , 10) 

 

The Program is given below with the output – 

 

def CVSS(): 

    print("Exploitability Metrics -") 

    print("\n") 

    print("Choose Attack Vector (AV) ") 

    print("1. Network 2.Adjacent 3.Local 4. Physical ") 

    AV = input() 

    if(AV == 'Network' or AV == 'network'): 

        AV_value = 0.85 

    elif(AV == 'Adjacent' or AV == 'adjacent'): 

        AV_value = 0.62 

    elif(AV == 'Local' or AV == 'local'): 

        AV_value = 0.55     

    elif(AV == 'Physical' or AV == 'physical'): 

        AV_value = 0.62 

 

    print("Attack Complexity (AC)") 

    print("1.Low 2.High ") 
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    AC = input() 

    if(AC == 'Low' or AC == 'low'): 

        AC_value = 0.77 

    elif(AC == 'High' or AC == 'high'): 

        AC_value = 0.44 

 

    print("Privileges Required (PR)") 

    print("1.None 2.Low 3.High") 

    PR = input() 

    if(PR == 'None' or PR == 'none'): 

        PR_value = 0.85 

    elif(PR == 'Low' or PR == 'low'): 

        PR_value = 0.62 

    elif(PR == 'High' or PR == 'high'): 

        PR_value = 0.27 

 

    print("User Interaction (UI)") 

    print("1.None 2.Required") 

    UI = input() 

    if(UI == 'None' or UI == 'none'): 

        UI_value = 0.85 

    elif(UI == 'Required' or UI == 'required'): 

        UI_value = 0.62 

 

    print("Scope (S)") 
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    print("1.Changed 2.Unchanged") 

    S = input() 

 

    print("Impact Metrics -") 

    print("\n") 

 

    print("Confidentiality (C)") 

    print("1.None 2.Low 3.High") 

    C = input() 

    if(C == 'None' or C == 'none'): 

        C_value = 0.0 

    elif(C == 'Low' or C == 'low'): 

        C_value = 0.22 

    elif(C == 'High' or C == 'high'): 

        C_value = 0.56 

 

    print("Integrity (I)") 

    print("1.None 2.Low 3.High") 

    I = input() 

    if(I == 'None' or I == 'none'): 

        I_value = 0.0 

    elif(I == 'Low' or I == 'low'): 

        I_value = 0.22 

    elif(I == 'High' or I == 'high'): 

        I_value = 0.56 
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    print("Availability (A)") 

    print("1.None 2.Low 3.High") 

    A = input() 

    if(A == 'None' or A == 'none'): 

        A_value = 0.0 

    elif(A == 'Low' or A == 'low'): 

        A_value = 0.22 

    elif(A == 'High' or A == 'high'): 

        A_value = 0.56 

    print("****************************************") 

 

    print("BASE SCORE (BS)\n") 

   # print(" Impact Sub Score (ISS) ") 

    ISS = 1-((1-C_value)*(1-I_value)*(1-A_value)) 

 

    if(S == 'Changed' or S == 'changed'): 

        impact = (7.52*(ISS - 0.029) - 3.25*(pow(ISS-0.02,15))) 

    elif(S == 'Unchanged' or S == 'unchanged'): 

        impact = 6.45 * ISS 

 

    Exploit = 8.22*AV_value*AC_value*PR_value*UI_value 

     

    if(S == 'Changed' or S == 'changed'): 

        BS = abs(min(1.08*(impact + Exploit),10)) 
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    elif(S == 'Unchanged' or S == 'unchanged'): 

        BS = abs(min((impact + Exploit),10)) 

 

    if(BS == 0): 

        print('None') 

        print(BS) 

    elif(BS >= 0.1 and BS <= 3.9): 

        print('Low') 

        print(BS) 

    elif(BS >= 4 and BS <= 6.9): 

        print('Medium') 

        print(BS) 

    elif(BS >= 7 and BS <= 8.9): 

        print('High') 

        print(BS) 

    else: 

        print('Critical') 

        print(BS) 

     

    return 0 

 

>> CVSS() 

 

 

    OUTPUT 
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IV. CONCLUSION 
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From the above methodology the conclusion is very simple and easy that I have created a 

calculator which is used for calculating the severity impact of the vulnerability.  

We also calculate the severity level of the vulnerability or cyberattack on the basis of tagging 
the score with the rating scale as mentioned below: 

 None: <0> 
 Low: <0.1 to 3.9> 
 Medium: <4 to 6.9> 
 High: <7 to 8.9> 
 Critical: <9 to 10> 
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